
Want to know more  
how Azentro can 

help your business


Security Insights


Azentro can offer you an assessment  
on the security of your all your mobile 
services 

• Devices


• Network


• Apps


• Web	Content


• Data	Leaks


QUEENSLAND		-	SOUTH	AUSTRALIA	-	NORTHERN	TERRITORY

#AskAzentro - Did you know ?

PH: 1800 888 555



Head	Office:	Unit	3/42	Cavendish	Road,	Coorparoo,	Queensland	4151

Email:	info@azentro.com.au	Web:	www.azentro.com.au

Call Azentro today and 
speak to a specialist


Azentro  Blackbox Security Assessment

Base Assessment - $2190 (inclusive of GST)

• Review	Mobile	Device	Management	policy/profile

• Review	Mobile	Threat	Detection/Management	(if	in	use)

• Review	Corporate	Policies	(Security	related)

• Review	people,	training	and	awareness

• Review	non	supported	OS	and	devices	 

(Blitz	report	or	Asset	report)

• Assess	against	ACSC	recommendations	including	 

essential	8	(iOS	and	Android)


• Assess	against	MITRE	ATT&CK	Matrix

• 14	Mobile	Tactics

• 86	Mobile	Techniques	(Based	on	Android	and	iOS)

• Report	on	possible	Vulnerability/Mobile	Security	Gaps	(Based	

on	information	gathered	above)

• Report	on	Mitigation	Steps

Extended Assessment - $3800 (inclusive of GST)

• Up	to	5	client	devices	enrolled	in	Mobile	Threat	Detection/
Management	platform


• Devices	monitored	for	min	7	days

• “App	Insights”	for	Android	devices	(only	available	with	

Android)

• Threat	Reports	–	Based	on	platform	visibility	(Including	CVE	

data	if	applicable)


• Remediation	Advice

• Data	Report	–	Based	on	platform	visibility

• Content	Blocked	–	Based	on	agreed	policy	types	during	

workshop

• Security	Health	Score	–	Based	on	platform	visibility	compared	

to	Global	Average

Device Network Apps Web Content Data Leaks

• Jailbreak/Root

• OS	Vulnerability:

• Major	–	With	CVE	Data

• Minor

• Device	Encryption

• Lock	Screen	Disabled

• Risky	Profiles

• Out-of-Date	OS

• Android	Security	Patches	

Missing

• Unknown	Sources	

Enabled

• USB	App	Verification	

Disabled

• Developer	Mode	Enabled

• USB	Debug	Enabled

• Dangerous	Certificates

• Man-in-the-Middle	
Attack:


• Compromised	Trust	
Store


• SSL	Strip

• Targeted	Certificate	
Spoof


• Risky	Hotspots

• Malware

• Adware

• Banker

• Ransomware

• Rooting

• SMS

• Spyware

• Trojan

• Potentially	Unwanted	
Application


• Device	Admin	App	
Installed


• Sideloaded	App	
Installed


• Third	Party	App	Stores	
Installed


• Vulnerable	App	
Installed

• Phishing

• Malware	Network	
Traffic


• Crypto	Jacking

• Spam

• Downloads	from	
3rd	Party	App	Store

• App	Leak	-	Credit	Card

• Web	Leak	-	Credit	Card

• App	Leak	-	Password

• Web	Leak	-	Password

• App	Leak	-	Email

• Web	Leak	-	Email

• App	Leak	-	Location

• Web	Leak	-	Location

• App	Leak	-	User	Id

• Web	Leak	-	User	Id

Extended Assessment includes the following reports
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